HndopvauHoHHAs NAMATKA VI HeCOBePLICHHOIeTHIHX 110 BOMpPOcaM Ceru WI-FI

Knbep0e3onacHocTH C nomowsry WI-Fi MOKHO nonyuuts OSCINaTHbii HHTEPHET-HOCTYIX B
B ceTH «MHTEpHEDY oBLIEeCTBEHHBIX MecTax: kade, OTendax, TOProBeX HeHTpax H asponoprax. Tak xe
ABAACTCA OTIHYHOH BOSMOKHOCTHIO Bhixonxa B MuTeprer. Ho mHorHe skcneprsl
KomMnpioTepHnie BRPYCE] ’ CUHTAIOT, 4TO obwmenocTynnbie WiFi ceTn He ABAMOTCA Ge30nacHbIMHU.
KoMIBIoTEpHBIA BHPYC - 3TO Pa3HOBHAHOCTE KOMITBIOTEPHBIX ‘TIPOTpaMM, o . - Cosersi nie fesonacrocTy paboTel B ofmesocTyHbIX ceTax Wi-fi
OTAMYHTENBHOH OCOGEHHOCTHI) KOTOPOH ABMACTCS CNIOCOOHOCTE K PasMHOMKEHHIO cooboo o He o mepepagali - CBOKO - JIMMHYIC  MHQOpMAUHMIO  4epes
(komupoBanmo). B RONOIHEHHE K 3TOMY, BHPYCHI MOTYT MOBPEHTS HIH oén!_e:{ocwnﬂsle Wi-Fi cetu. PaboTas B HHMX, HeNaTENbHO HE BBOAHTE
[OJIHOCTEKY YHHUTOXKMTE BCE (baﬁnblk J@HHBIE, MOAKOHTPOAbHBIE nénwaaaremo, _ v faponi NoCTyNa; ROTHHB H KaKHE-TO HOMEpA;
5 OT HMEHM KOTOpOro GBINa 3amyiieHa 3apaxEéHHan NporpaMMa, a TAKKE HOBPEIHTD cooo o nn2o o MenoneayH - Mo oOHOBNAW . AHTHBHPYCHBIE  IPOTPaMMBbL  H
" MIH Dake YHHUTOWHTE ONEPAlHOHHYIO CHCTEMY CO BCEMH QailnaMu B uenoM. B . Gpannmaysp. Tem caMbeiM 1o 0Ge3onachiub ce0d OT 3aKaYKH BHPYCa HA TBCE
OONBITMHCTRE CIIYYAeE PACIPOCTPAHAIOTC BHPYCH HEPE3 HHTEPHET. yCTpoHicTRO;

Meroap! 33BIHTHI 0T BPEJOHOCHBIX NPOIPAMME

1. HWcrons3yil cOBpPeMERHRBIE ONEPALOHHBIE CHCTEMBI, HMEICLINE
cepbE3HbIH YPOBEHD 3alHTHL OT BPEIOHOCHBIX NIPOrpaMM;

2.  TloctosHHO ycTanaBiMBail natyd  (UMGPORBIE  3amNaTKH,
KOTOpPHIE ~QBTOMATHYECKH  YOTAHAB/IMBAKOTCS ¢  LENbI0  0paboTkH
TPOTpaMMbl) H Apyrue OOHOBAEHMA CBOEH ONEPANMCHHOH CHCTEMEL
CkauuBait WX TOAbKO ¢ oduuHanbHoro caira paspadorunxa OC. Ecmn
CYUIECTBYET PEXUM aBTOMATHUECKOrO OOHOBICHHSA, BIIFOUH €I0;

3. PaGotait Ha CBOEM KOMIBIOTEPE TIOX TPABAMH TTO/IB30BATENA, &
He aIMHHHCTPATOpPd. 3TC HE [O3BONHT OOJBIIHHCTBY BPEAOHOCHBIX
TIPOTpaMM UHCTATHPOBATHCS HA TEOEM [IEPCOHAIBHOM KOMIIBIOTEPE;

4. Wenonesyi au-mgrﬁ}ycnsxe porpaMMHbIe TIPOAYKTHI
H3BECTHBIX NPOM3BOAMTENEl, ¢ aBTOMATHYeCKHM oGHOBIeHHEM 0a3;

5. - Orpanuus QUIHYECKHIt © JBOCTYH K  KOMIBIOTEPY ° ANA
ITOCTOPOHHUX JIMLE 5

6. . Hcnonmpayil BHeIHME . HOCHTENM NH(OPMAaUMH, TaKME Kak
¢nemka, auck Wi galn w3z MaTepHeTa, TONBKO H3 TPOBEPEHHBIX
HCTOYHHKOB;

7. He oTkpsbiait KoMIBIOTEpHBIC - (ajinel, nOMyYeHHBIE M3
HeHandKHBIX  McTouHukos. [ame T¢ alnBi, KoTOpHE mpuUcHan TBON
IHAKOMBIH. JIyyIie YTOUHH ¥ Hero, OTMPABILL JiH OH Tebe uX.

3. Ilpuw wucnombzopanun Wi-Fi otwmoun §yskumio «OOmui
gocTyn K Oaipam u  npusrepam». [adnas @yHKUMS 3akphiTa Mo
YMOJUaHHIC, OOHAKO HEKOTOpHIE TNONB30OBATENM AaKTHBHPYKT €€ Aix
yaobcTBa HCNONb30BaHYA B padoTe WK yyele;

4,  He wucnonesyh nyOnuuseri WI-Fl qng nepedads JMUHBIX
JAHHBIX, HANPHMEP, T4 BRIXOAA B COUMATLHBIE CETH WIH B SICKTPOHHYKO
TIOYTY;

5. Hcnone3yit Tonbko 3amumenHoe coexuderne uepes HTTPS, a
ge HTTP, T.e. npu Hadope BebG-anpeca BEOAK UMeHHO «https://»;

6. B mobunsnom Tenedone otkmoun gyHkimr «flonwmodenue K
Wi-Fi asromarudecku». He nonyckall aBTOMaTW4ECKOTO NOAKNHOUSHHA
yeTpoiicrea K cetam Wi-Fi Ge3 Teoero cornacus.

Counanbubie ceTH

ConuansHas CeTh ~ 3TC CaliT, KOTOPbHi NpefocTasNseT BOIMOKHOCTE IIOAIM
OCYIIECTRIATL O0lueHne Mexay colofl B untepHere. Yawe BCers B HHMX I3
KaIOrO 4ENOBEKA BBIICNACSTCH CBOS JIMYHAA CTPaHHUKa, Ha KOTOpoH oH
yKaspBaeT ¢ cefe paziuuHyr HHPOPMALMIO, HAYMHAA OT HUMEHH, QAMUIHH H
3aKaHyuBas JHYHBIME (oTorpadusmi. MHOrHE HORB30BATENH HE MOHAMAIOT, YTO
undopMating, pasMeHleHHas UMH B COLMANBHBIX CETAX, MOKeT ObITh HalaeHa H
HCHONB30BAHA KEM YrojAHO, B TOM uMcne He ofasarenbHo ¢ OnaniMu

HaMEpeHHAMM,



" OcHOBHBIC COBETHI 0 Ge30MIACHOCTH B COUHATLHDLIX CETAX!
I. . Orpauxys cnucok apyseil. ¥ tefs B apy3pdx HE NOMKHO ObITh
" CJTyYaHHBIX H HE3HAKOMBIX SIDACH;

2. Zawmnal CBOK 4YacTHYR usHe. He ykaseiBall: maponw,

Tenf.’q)OHbl, aapeca, Jary TROCrO pPOKICHHA M APYIVID JHYHYKC

HHbOPMALIHIO. 3TOYMBUIIEHHHKH MOTYT HCNOIB30BATh Jake imzﬁébnauum
© TOM, KaK Th{ ¥ TBOM POAUTENH IUIAHUPYETE MPOBECTH Kauukynu; -

3. 3ammuail CBOO PenyTALHIO - JEPAH €€ B YHCTOTS H ‘3amaBait
cebe BOMPOC: XOTen Obi ThI, YTOSH APYTHE MONB30OBATENH BHAGNH, YTO THI

sarpyxaeuis? Ifomymali, npexae 4eM 4TO-TO OnyONHKOBATH, HAMACATE H

3arpy2HTh;

4. Ecnu Tel TOBODHINBb © JIOJBMH, KOTOpPBIX HE 3HAemb, HE
HCTIONB3yH CBOE peanbHOe UMS H APYIYI JIMUHYK danopMauuu: mma,
MECTO JKHTEIBCTBA, MeCTO yuels i mpoyee;

5. WsOerait pasmewenus ¢ororpaduit B Unrtepmete, rage TEH
u300paKEH HA MECTHOCTH, O KOTOPOM MOMHO ONpPeIenuTh TBOE
MECTOHOMIOKEHUE,;

6. Ilpm  perdcTpaiy B COUMAMBHON CeTH  HeoOXOmuMoO
WCTIONB30BATh CNIOAHBIE HAPONH, COCTOAL(ME W3 Syke. u umdp u. ¢
KONUYEeCTBOM 3HAaKOB He MeHee §;

7. JUis couManbHOMN CeTH, HOYTHI U APYrHX CalTOB HeoGXOmHMMO
MCHONB30BaTh pasHbie napoik. Torda ecau  Tefa  B3IOMAWT, TO
3MOYMBIINIEHHAKH TIOYYaT JOCTYI TONBKO K ONHOMY MECTY, @ HE BO BCE
cpasy. ‘

- DAEeKYpOoHHbIE JEHBIH .
" ONEKTPOHHBIE ACHBTH — 3TO O4ekb yAOOHBI crocod mnarexedi, oaHaKko
cymecmylm" MOIIEHHHKH, KOTOPBIE XOTIT fIONYMUTE 3TH ACHETH,
DNEKTPOHHEIE ACHETH TIOABHITHCE COBCEM HEJABHO ¥ HMEHHO ¥3-33 3TOTO BO
' MHOPHX TOCYAPETBAX 0 CHX TIOp HE MPONHCAHO PO HHX B 3aKOHAX.
B Poccuu xe oum Q)vnxuuomlpyrm H O HUX yme NPONHCAHO B 3dKOHE, TS
HX pmaenxfor HA HECKOMLKO BHACE - AHOHHMHBIE W HE AHOHUMHBIC, PasHULA B
TOM, YTO GHOHHUMHBIE - 3TO TE, B KOTOPBIX PA3peuiaeTcs ﬂpOBOZU'lTL omepauui Ge3
. HIEGHTHQ)HK&HHH HOJIbéO.BaTeJ'[SI, a B HE AHOHHMHDLIX - HASHTH@HK&LIHH
TIONB30OBATENA ABJACTCA OﬁﬂBaTeﬂLHOi:‘(.

Tatoke CleIveT pasnMuaTh OJNCKIPOHHBIE QHATHBIE [EHLMM  (PABHBL
FOCYIAPCTBEHHBIM . BAOTAM) M JJIEKTpoHHEie HeuaTHbie AeHsTH (HE paBHBL

TOCYIAPCTEEHHBIM BAIOTAM ).

Oemmm,:e coBeThl 110 GesonacHol paboTe € 31eKTPOHHBIMH JeHBI2MH!

: L prm;mm K cyeTy mMoOunbHbiH TenedoH. 310 caMbiii yaoOHbti
H 6bICTpL[H cnocoo BOCCTAHOBHTE JOCTYII k cuety. ITpusasanusiil Tenedon
‘_»nomomer ecan 330‘/,361115 CBOH IIATEKHBIH NApONE WK 3alifens Ha calit ¢
Hesaamuora yerpoiicTsa; -

220 Menonpay# o,:mopasoauv nmapony. - [Tocne mepexoma Ha

. YVCPb‘leHHVK) as’ropusaunm Tebe yxe He OYAST YIPOKATE OTACHOCTE KPakH
WM fISpexBaTa [IATEKHOTO Hapod;

3. Boibepu cromublfi napons. [TpecTynuukam SyaeT He NpocTo
yrazaTe COMHBIH naponk, HazexHsle mapond — 3TO Napofid, KOTOphIe
coJepAaT He MeHee § 3HAKOB H BKI:OYAIOT B ¢e0A CTPOUHBIE H NMPOITHCHEIE
OykBbl, OBGQPEl H HECKONMBKO CHMBONOB, TAKHE KaK 3HAK jojurapa, dysTta,
BOCKIHUATeNbHBI 382K ¥ T.0. Hanpumep, StROng!;;

4. He ®BOAM CBOM JMYHBIE JAHHBIE HA CaliTaX, KOTOPEIM HE
AOBEPACHIL.

DIeKTPOHHAT HOYTE -
DREKTPOHHAA [OMTA — 3TO TEXHONOTHA M NPSAOCTARIACMBIE €F0 YCAYTH 10

TIEPECHINKE M MOTYYESHHIO 3NEKTPOHHBIX COOCIMERHH, KOTOPHIE PACIPEASIAOTC B
KOMIBIOTEpHOH cetd. OOBuHO BICKTPOHHEIN - MOYTOBBIH  SIIMK  BEITIRIWT
CIRIYIOMUM o6pazom: HMs_TIOIb30BATENA@HMA_ToMeHa, TakKe KpoMe nepeaaiu
TPOCTOTO TEKCTA, HMESTCHA BOSMOKHOCTS fepenaBath Gaiiisl.

OcHoBHBle coBeTHI N0 Ge3onacHoll padoTe ¢ 3IEKTPOHHONH NOYTolH:

1. . Hano BrIGpaTh. npaBuIbHENT NOYTORLI cepeuc. B Mutepuere
€CTh OTpOMHELH BbiOOp OECTINMATHRIX MOYTOBBIX CEPBHCOB, OAHAKO MYy4YIIE
JOBEPATH TEM, KOTO 3HAaeIb H KTO NEepBLIH B peliTHHTE;

2. He yxaspipali B JAMYHOM [0YTE JIMYHYIO . an)op'waumo.
Hanpumep, nyumie BHIOpaTh «MY3BIKAIBHBIN (j)auar@» um «pox2013»
BMecTO «TeMally; _

3. - Mcnome3yH IBYXSTamHYi aBTOPH3ALK. DTC KOrga MOMHMO
napong HyKHO BBOJMTE KO, NpUChUIaeMsil no SMS;



4 . BrifepH CAKHBIE Naponb. Jng KaKIOFO MOYTOBOTC SLUMKA
AOTTKEH GEITE CBOI HAZEKHBIT, YCTOHYHBBIN K BINOMY M1apoiib;
~ 5. Ecng ecte BO3MOMKHOCTH HAMMCaTh CaMOMY CBOH JIMHBIA
i ébnpoc, HCTIONB3YH 3TY BO3MOKHOCTE;
' 6. Hcroms3yl HECKONEKO IOYTOBBIX AmMMKCB. Ilepeerii i

HACTHOH MeperiHCKM ¢ AApecaTaMy, KOTOPHIM T - AOBEpAems. 510
IUMEKTPOHHEIH anpec He HAZO HCHONB3CBATE TIPH PErHCTpaliuy Ha dopymax

U caiiTax;

4

7.  He orkpeisail $aiinel M IOpyrue BIGKEHHA B THCHMAX Jawe
eCaM OHit TIPHIIUIM OT TBOMX Apy3eif, Jlyullle YTOUHN Y HHX, OTTIPAB/LLTH AH
onn tebe a1u daiiney; ' o

8. Tlocae oxoHYaHHMA paboTel HA TOYTOBOM CEPBMCE MeEpeX
3aKPBITHEM BKIAIKH C CaiiToM He 3a0y /b HaxaTh Ha «BuiiiTHy. '

KufepGyaaunr HIH BUDTYAILHOE H3JeBaTEILCTRO

KuGeplynnusar — mpecnegoBadue  CooCUWIEHMAMH,  COJEpKaUMMH
ockopCnenws, arpeccHio, 3aNyFHBaHHE; XyIHTaHCTBO; COUMATBHOE
GOHKOTHPOBAHKE C ITOMOLIBIO PANHYHBIX HHTEPHET-CEPBUCOB.

QOcHosHbie coBeThI N6 Hopbe ¢ Kubepbyarunrom:

1. He Gpocatica B Got. JIyumnit cnocod: mOCOBETOBATHSA Kak cels

BECTH H, ©CNH HET TOTO, K KOMy MOKHO OOPaTHThCA, TO BHAYame

YCOOKOHTBCA. Ecau . Tl HayHemb. OTBEYaTh OCKOPONESHMAMH Ha

0CKOPOIEHHA, TO TONBKO eie HONblue PasORKEINb KOHQIHKT;

. 2. Ynpasnsait coeif Knﬁeﬁpemauuei‘:;
3. AHOHAMHOCTE B cetd MuHMag. CywecTByior cnocolsi

BBIACHHUTb, KTO CTOMT 38 aHOHUMHBIM aKKayHTOM;

4, - He crour BecTH .xy%prakcxmﬁ 0o0pas. BHPTY&IBHOH KU3HH.

Wurepuer. puxcupyer Bce TBOH ;:g%:ﬁcmpig H.COXpaHseT uX. YJamuTh HX

Gyner kpaiie 3aTpyAHUTENABHO;

5. - Beau cebs BEHKIHNBO;
6. . Wrnopupyfi €AMHHYHBIH HEraTue. Oaxopasoseie
o_cxop(imeﬁimhgé coofmenns yyHle’ HraCpupoBath. OOBMHO arpeccus

NPEKPANIACTCH HA HAYANBHON CTATMK; ‘ '

i baw arpeccopa. B nporpammax o6MEHa  MTHOBEHHEIMH
COOOHICHHAMH, B COLHAIBHBIX CETAX €CTh BOIMOMNHOCTE 6;16&(@03&!{
OTIPABKH COOOLIEHUH ¢ OTIpeieNIcHHBIX afpecos;

- 8. Ecaw Tei  ceugerens knbepOyanumra. Tsouw jgeHcTema;
BHICTYNHTE MPOTHB NPECAeNOBATENA, NOKA3aTh My, 4TO ero AeifcTBHA
'[ou«;ﬁiarsa;mcsi HEraTHBHo, _nomep;xan‘ KEPTBY, KOTOpOH  HykKHAZ
'_‘r[?:ét}{énorusébexax NOMOIIE, COOBLIMTE B3POCHBIM © (aKTe ArpeccHBHOrO
._ﬁ{)éjégé-Hni‘B'cem. '

: ‘or')_:’mi.m;iﬁ Teneg!dn .

' CoBpemeHHbie cMapT(HOHLI M (IAHIIETH! COASPKAT B cebe BIOTHE B3pOCIBIH
GVHKLIHOHAN, ¥ TENeph OHH MOTYT KOHKYPHPOBATH CO  CTAUMOHAPHBIMH
KoMObIOTepamMu. OAHAKO, CPEACTE 3RIUMTH! N TIONOOHEIX YCTPOHCTR N0Ka OUYeHb
mato. TeCTHpoBaHHE ¥ [IOHCK YA3BMMOCTeH B HHX NPOHCXOAHT HE TaK
HHTEHCHBHO, Kax A7id T1K, T0 ke caMoe Kacaetcs H MOOMITBHBIX NPHIOKEHUH.

Cospemennsie  MOOWNbHbIe Opaysepbl ykKe IIPakTHYeCKM  IJOFHAIM
HACTOJIBHBIE AQHANOMH, OZHAKC pacHiHpesue GYHKUHOHana BIeuer 3a Coboi
GONBIIYIO CAOMKHOCTE H MEHBUIYIO 3aHIHIIEHHOCTh.

Jlaneko He BCE MPOM3BOAMTENH BBIMYCKAT OOHOBNCHHS, 3aKPHIBAIOLINE
KPHTHYECKUE YA3BUMOCTH A1 CBOMX YCTPOHCTS.

Ocuossbie coBeTh! L% He3o0nacHOCTH MOGHALHOrS Teaedona:

1.  Byas OCTOpOKEH, Belb KOraa Tede mpeanaraloT OecrarHbii

KOHTEHT, B HEM MOTYT OBITh CKPBITEI KAKHE-TO TIAATHBIE YCITYTH;

2. [Nywmaii, upexze 4deM oropaBute SMS, doto wnu supeo. Twl
TOYHO 3HACHb, r1¢ OHH OYAYT B KOHEUHOM HTOre? '

3. Heobxomumo OOHOBNATH OMNCPALMOHHYIO CHCTEMY TBOEIo
cMaprdoHa;

4. Hcmoab3yHi  aHTHBMPYCHBIE NPOTPaMMBI s MOCHIBRBIX
TenedoHOoB;

5. He sarpykaii NpRACKEHHS OT HEM3BECTHOTO HCTOHHMKA, Beb

OHM MOTYT COIEPXKATh BPEACHOCHOE NPOrpaMMHoe ofecrneueHue; -

6. Tlocne Toro Kak TH BBIHICIIb ¢ CaifTa, rie BBOJWI JIHYHYIC
uHEbopMaiHio, 3aiiaM B HacTpoiiky Opayzepa U yaamu cookies; .

7. [llepuonudeckw  mpoBepsii  Kak¥e  NOATHRIE  YCUYTH
AKTUBHPOBAHLE HA TBOEM HOMEpE]



8. [Masail cBoldi Homep MOOHNBHOTO TteneoHA TOABKC JIROAAM,
 KOTOPBIX ThI 3HACIITb B KOMY JIOBEPASIIE;

9.  Bluetooth azomkes OblTh BBIKIIOWEH, KOTHA TH UM He
none3yelusca. He 3a0pisali HHOT A MPOBEPATE 370.

@nIHET WIH KPaMma JHYHBIX AHHUBIX

InagHad uenk QHIIMHP - BHNa MHTEpHET-MOINEHHHYECTBA, COCTCHT B
NOAYYeHUH KOHOHOCHLMANLHEEX TAHHBEX MONB30BaTENell — NOTHHOR ¥ Tapoeil.

Ha amrnumfickom aseike phishing suraeted xak ¢uwmuur {ot fishing — poiGHas

0B, password — mapons).

) OcHoBHble coBeTHI O Gophle ¢ GAMMHTOM!

1. Cneau 2a cBouM akkayHTOM. Eciu Thi mosospesaeiib, 4To TBOA
aHkeTa OblNa B3MOMAHA, TO HEODXoauMo 3a0NOKHPOBATH €€ W COOBIIHTL
IMUHHCTPATOpaM pecypea o0 ITCM Kak MOKHO CKopee,;

2. Wcnonesyii Ge3onacHbie peb-calitel, B TOM YHCHE, HHTEPHET-
MAaTa3HHOR H NOUCKOBBIX CHCTEM;

3. Hcnons3yit cnoiHbie U paiRbIe mapoid. TakuM oSpasoM, ecid
TeddA B3NOMAIOT, TO MOYMBIULICHHHKY [TOJIY4aT TOCTYIN TOJIBKO K OZHOMY
TBOEMY NpOGHIIO B CETH, 4 HE KO BCEM;

- 4. Ecom tefa BanoManu, TO HEOGXOAWMO TPENYNPEIHTH BCEX
CBOMX 3HAKOMBIX, KOTOpBI® J00aBACHbl v TeBa B ApY3bAX, O TOM, 4TO Tehs
BIMOMAJIM M, BOIMOMKHO, OT TBOETO MMEHH OVAET PAacChUIATECA CHAM H
CCBLIKH HE (bPHIIHHFOBBle CaﬁTBI; = _

5. VeraHOBH HaXeKHbLH niaponb (PIN) na MoOuneabIa Tenedon;

6. . OTrIOYH COXpaHeHHE TIApONT B 6pay3epe;

7. He oTkpeBali Gaiibl 0 OpyrHe BICKEHHS B [HCBMaX axke
ecry OHM NPHILIIH OT TROWX Apy3e#. Jlyuine yTOUHH y HHX, OTTIPEBIIAH JIK

onu TeSe ITH (aliTs!. -




